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PROFESSIONAL BACKGROUND

• Internal Auditor for 9 years

• Financial Compliance for 6 years

• Attorney in Michigan

• Member of ISACA
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CU*ANSWERS BACKGROUND

• We are a CUSO

• For 45 years has been a data processor (software/technology company)

• Serve over 200 credit union clients

• We are owned by our clients only, with shareholders owning 200 shares and having 1 vote each

• We are looking to push examination innovation and reduce the cost of compliance to our clients

• We also provide IT Support, Compliance Services, and a host of other services in the industry
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CU*ANSWERS BACKGROUND

We look for our clients to help us develop software that 

will help them with their compliance concerns.

https://auditlink.cuanswers.com/wp-content/uploads/AuditLink_Top_Ten.pdf
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POLICY VERSUS PROCEDURE

1.Your policy should be a rule.   “You must use

encryption to send emails with sensitive information.”

2.Your procedure should be the how.   You sign into 

MOVEIT, use Zix, etc.  
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“EFFECTIVENESS”

Cybersecurity presents a unique problem.  We can measure whether a financial institution is 

healthy or not through measurement of ratios, capitalization, and so forth.

The purpose of cybersecurity is to avoid loss, both tangibly and intangibly.  An example of 

intangibility is reputation risk.

Therefore, the best result is zero.  Unfortunately, IT lives in a realm where “zero” is usually the 

last place of objectivity.  Most everything else is subjective – “is the credit union’s IT controls 

commensurate with the risk?”  Loaded question you see everywhere.  
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“EFFECTIVENESS”

However, a result of zero doesn’t necessarily mean that policies and procedures in place are 

effective.  (Not a bad idea to get some background on what “zero” actually means).

Sony, Target, Office of Personnel Management may have all thought they were “effective.” 

Until they weren’t.

http://www.amazon.com/Zero-The-Biography-Dangerous-

Idea/dp/0140296476/ref=pd_sim_14_1?ie=UTF8&refRID=1JAT8NHTWTTG99WVE8D4
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“EFFECTIVENESS”

So when a financial institution is writing a policy, or an examiner is reviewing the 

policy, we should try to think of what the measurable, end goals might be.

https://www.kpmg.com/Global/en/IssuesAndInsights/ArticlesPublications/Docu

ments/five-most-common-cyber-security-mistakes.PDF
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DEFINITIONS
“Our goal should be 100% security.”

100% security is not feasible nor appropriate.

Instead:  Policies and procedures should be “business as usual.”

“Security is dependent on ‘best of breed’ technology.”

Effective security is less dependent on technology.

Instead:  “How can we adapt the human behavior to maximize our technology investment?”

“Our defenses need to exceed the tools of the hackers.”

Advancement in technology can always disrupt your defenses, making the arms race unwinnable.

Instead:  What do we value, and how can we best protect that information?
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EXAMPLE OF LOSING THE TOOLS ARMS RACE

In 2015, an Italian firm that sold hacking tools was hacked itself, and the documents revealed how it did 

business with repressive regimes:

In response to concerns that Hacking Team supplied tools to repressive states which could be used to 

hack into and spy on almost anyone, Vincenzetti said: “We did [sell tools to Libya] when suddenly it 

seemed that the Libyans had become our best friends.” He also admitted providing tools to Egypt, 

Ethiopia, Morocco and Sudan, as exposed by the company’s email archive, though denied dealing with 

Syria.

But Vincenzetti said: “The geopolitical changes rapidly, and sometimes situations evolve. But we do not trade 

in weapons, we do not sell guns that can be used for years.” He said that without regular updates its tools 

are rapidly blocked by cyber security countermeasures.

In the case of the Ethiopian government, which used Hacking Team tools to spy on journalists and activists, 

Vincenzetti said: “We’re the good guys … when we heard that Galileo had been used to spy on a 

journalist in opposition of the government, we asked about this, and finally decided to stop supplying 

them in 2014.”

http://www.theguardian.com/technology/2015/jul/13/hacking-team-ethiopia-attack-data
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DEFINITION

“Compliance is about monitoring.”

Compliance is about learning.

Instead:  What lessons have we learned, and

how will be apply these in the future?

Real life example:  CU*Answers took a third

party service offline that might have had a

vulnerability.  Some clients were angry about

this and wanted the service restored.  But we

would be turning it on for everyone.

We will never turn on a service until all clients

using the service have agreed to accept the risk.
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DEFINITION
“We need professionals to defend ourselves.”

Security is an attitude, not a department.

Instead:  How can we make security everyone’s responsibility?

What sort of rewards do you provide for enforcing security?  What sort of punishments?

For example, our CEO is known to walk through the building without ID and reward people 

on the spot for calling him out on it.

Conversely, when people make mistakes we want them to tell us.  An employee has an 

incentive to lie or hide the mistake if they will be fired for it.  
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WHAT DOES THE DATA TELL US?

There are three main categories of attack 

vectors:

1. External

2. Internal

3. Partner or client

Your policies should cover all of these possibilities.
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WHAT DOES THE DATA TELL US?
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WHAT DOES THE DATA TELL US?

The Australian Government has a pretty good list of all the different 

cybersecurity mitigation strategies.  This can be a handy reference for 

reviewing what policies you need.  You may agree or disagree with the 

conclusions but the list itself as reference is valuable.
5.  While no single strategy can prevent malicious activity, the effectiveness of implementing the Top 4 strategies remains very high. At least 85% of the cyber intrusions that ASD responds to involve 

adversaries using unsophisticated techniques that would have been mitigated by implementing the Top 4 mitigation strategies as a package.

6.  Implementing the Top 4 mitigation strategies can be achieved gradually, firstly on workstations of users who are most likely to be targeted by cyber intrusions, and then implementing them on all 

workstations and servers. Once this is achieved, organisations can selectively implement additional mitigation strategies to address security gaps until an acceptable level of residual risk is reached.

http://www.asd.gov.au/publications/Mitigation_Strategies_2014.pdf
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BUSINESS AS USUAL

Incorporate as much as possible policy guidelines that help your 

staff know their responsibilities and do their jobs.

BUILDING EFFECTIVE POLICIES | 16



HUMAN ELEMENT

Use direct communication to help employees understand their responsibilities.

Testing these responsibilities through internal penetration or social engineering 

tests can be very valuable.  If your employees don’t understand, consider 

redrafting the policy! 
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VALUE

Provide practical advice to employees

on what they need to protect.

Invest in protecting the areas that are

identified by the policy.
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LESSONS LEARNED
Update policies and procedures as

technology changes.

Make sure changes are communicated.

Ensure there is a review of policies.  Give someone a bonus if you have to.  But there is no more 

effective way of defusing problems by saying something bad happened – but we learned from 

it.  

By contrast, the worst thing you can do is have something bad happen and then have the same 

bad thing happen because you made no changes.  This is where class action lawsuits are born.
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ATTITUDE

Use your auditors.  Your auditors need be less in

in the “write people up” business, and more in the

continuous improvement business.

It may not be the people that are the problem.  It

may be the policy or the procedure that is at

issue.
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FFIEC REVIEW

So now that we have a an idea on what our policies look like, what should effective policies be 

about?

Fortunately, the FFIEC has provided some valuable cybersecurity information that gives and overview 

of what a financial institution should have covered.

1.  CYBERSECURITY INHERENT RISK:  Connections, services, and technologies used.

http://www.ncua.gov/Resources/CUs/Documents/FFIEC_Cybersecurity_Assessment_Observations.pdf
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FFIEC REVIEW

2.CYBERSECURITY PREPAREDNESS:  Risk Assessments, collaboration, controls, review and governance, vendor 

management, and disaster recovery (or resilience).

Chances are, most credit unions will already have some or all of these policies in place at some level with respect 

to Information Technology.  Our recommendation is that you repackage these policies and procedures with a new 

cybersecurity heading and follow the general organization laid out by the NCUA.

The questions posed here are pretty good and your

policies should allow you to answer these questions.  You

know you are in good shape when you can answer these

effectively.
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GOVERNANCE

While in general the NCUA’s document

is pretty good, I do believe this statement 

about routinely discussing cybersecurity is

rather naive.

Credit union boards are volunteer, many of 

whom do not have an information technology

background.
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GOVERNANCE

Our suggestion is to provide simple updates

in the board report that includes cybersecurity

updates, such as those provided by vendors.

This allows the information technology information

to seep into the board discussions and allows

the board to ask questions and look for 

updates on cybersecurity.

http://www.cuanswers.com/news/Cybersecurity_2014_FINAL.pdf
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GOVERNANCE

We also suggest building a biographical 

database of the various people in responsible

for information technology and cybersecurity at

the organization.

http://www.cuanswers.com/news/Cybersecurity_2014_FINAL.pdf
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FFIEC:  RISK PROFILE

The FFIEC did a really good thing, and one terrible thing.  

The good is there is a relatively easy to understand profile layout.  This can 

help you develop your policies more effectively.  Review and ask “Do we have 

this?  If so, do we have a policy around the security of the item?”

https://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_User_Guide_June_2015_

PDF2_a.pdf
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FFIEC:  RISK PROFILE

Is it rigid and arbitrary?  To an extent.  Why does the magic number 11 

unsecured connections make my risk Moderate rather than Minimal?  As long as I 

have just 10, I get a much nicer label.
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FFIEC:  RISK PROFILE

Why would you combine items such as DDoS and phishing attacks?  They have 

an entirely different attack profile and response to just lump them in together.  

However, this is not the bigger sin of the FFIEC … 
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FFIEC TOOLS:  MATURITY MODELS

I believe that the use of maturity models is a mistake.

The FFIEC states in the Guide that:

By reviewing both the institution’s inherent risk profile and maturity levels across the domains, 

management can determine whether its maturity levels are appropriate in relation to its risk. 

If not, the institution may take action either to reduce the level of risk or to increase the levels of 

maturity. This process is intended to complement, not replace, an institution’s risk management 

process and cybersecurity program.

https://www.ffiec.gov/pdf/cybersecurity/FFIEC_CAT_CS_Maturity_June_2015_PDF2_c.pdf
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FFIEC TOOLS:  
MATURITY MODELS

Problems with maturity models:

1.Low-level maturity is not used as a measuring tool in commensurate with the risk being run; 

rather its used to berate the organization.  After all, “immature” is no compliment.  It becomes 

a value judgement rather than objective appraisal of the organization.  You can be at a low 

level of maturity and still be successful at commonly accepted measures.

2.Also note that the FFIEC Guide says you have to meet all levels to reach the next level of 

maturity.  Miss any one, and you are not at that level of maturity.  That implies that the 

organization is not doing something correctly – even if there’s a good reason why 

management isn’t following a particular requirement.
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FFIEC TOOLS:  MATURITY MODELS

Problems with maturity models:

3.Maturity is very dependent on context.  Context changes regularly, however, due to 

changes in people, technology, and as a result of experimentation and innovation.  

Trying to define maturity as an objective standard is doomed to fail.

A process model, in and of itself, has no experience.

4. The factors assessed in the FFIEC Guide are subjective.  This turns maturity from an 

objective tool to subjective propaganda.  For example, should “repeatability” really 

be something that should be celebrated?

BUILDING EFFECTIVE POLICIES | 31



FFIEC TOOLS:  MATURITY MODELS
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This section is has problems:

1. For example, documented 

processes don’t “consider.”  

People consider.  This is not 

just being pedantic.  

People need guidance on 

what to do.

2. What does it mean to 

proactively manage end of 

life to limit security risks?



FFIEC TOOLS:  MATURITY MODELS

I don’t believe credit union policies should ignore maturity completely, 

especially because this chart looms over everything.  But remember, the core is 

the following sentence:  if management determines maturity levels are not 

appropriate.
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You need your audit 

team to evaluate this and 

then have management 

determine if low maturity 

is a problem.

If your management 

team does not make the 

determination, someone 

else might.



FFIEC TOOLS:  MATURITY MODELS

I’m not the only one of this opinion:

https://www.fsisac.com/sites/default/files/news/FSSCC%20FFIEC%20Cybersecurity%

20Assessment%20Comment%20Letter%20(FR%202015-17907).pdf

http://www.cujournal.com/news/compliance/why-credit-unions-fear-regulators-new-

cybersecurity-tool-1025128-1.html

http://www.cuanswers.com/wp-content/uploads/The-Case-for-Voluntary-Use-of-the-

FFIEC-Cybersecurity-Tool-v2.pdf
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SUMMARY

Your effective cybersecurity policies and processes whenever possible:

1.Should use plain language that incorporates cybersecurity policies into everyday routine;

2.Should be tested and taught to employees on a regular basis;

3.Should clearly identify what you are trying to protect;

4.Should incorporate lessons learned from experiences;

5.Should be reviewable with an eye toward improving your security, the work it takes to improve the security, or 

both;

6.Should reference core elements of the FFIEC guidance.
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TOOLS:  POLICY SWAP

PolicySwap is where credit unions can go to find or leave policies in use by 

their peers.  You do not need to be in our network to use this tool.

These policies are vetted and reviewed by our Compliance Team for quality 

assurance.

http://policyswap.cuanswers.com/
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TOOLS:  POLICY SWAP
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TOOLS:  COST OF COMPLIANCE

For two straight years, we’ve asked credit unions to submit templates for 

calculating their costs of compliance.

The goal is not only to derive and display costs, but to associate them with the 

overall profitability of the credit union.

Industry leaders know these costs are soaring but when asked have no idea 

what the actual dollar amount of the expense is. 

The CU*Answers network started this initiative to begin to understand these costs 

and their effects on credits union profitability.”

https://auditlink.cuanswers.com/winners-of-the-second-cost-of-compliance-

announced/

https://auditlink.cuanswers.com/winners-of-the-second-cost-of-compliance-announced/


TOOLS:  COST OF COMPLIANCE

BUILDING EFFECTIVE POLICIES | 39



TOOLS:  CYBERSECURITY FOR CREDIT UNION 
BOARDS
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TOOLS:  CYBERSECURITY FOR CREDIT UNION 
BOARDS
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Free to the industry

http://www.cuanswers.com/resources/cybersecurity/

Video for credit union directors on cybersecurity basics

Policy Templates

Risk Assessments

FFIEC and NCUA Resources

Coming soon:  Audit plans for cybersecurity

http://www.cuanswers.com/resources/cybersecurity/


THANK YOU

PATRICK SICKELS

CU*ANSWERS

PSICKELS@CUANSWERS.COM

800.327.3478 X335
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